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OBJECTIVE:

Seeking Challenging position as a network Engineer in progressive organization where I can implement my technical skills and coursework while further expanding my knowledge.

CERTIFICATIONS:

· Cisco Certified Network Associate (CCNA) 
· Cisco Certified Network Professional (CCNP)

PROFESSIONAL SUMMARY:

· 8+ years of experience in Networking and Security, with hands-on experience in installation of broad range LAN/WAN/MAN communication systems and network support.
· Implemented Access control Network and have a strong knowledge in TACACS+, RADIUS.
· Expertise on NTP, and monitored network using Syslog and SNMP.  
· Experience in configuring and supporting site-to-site and remote access Cisco, IPsec, VPN solutions using ASA/PIX firewalls, Cisco, VPN client in addition to providing TACACS+ and RADIUS services.
· In-depth Cisco technology experience/knowledge in design, implementation, administration and support. 
· Hands on experience in installing, configuring , and troubleshooting of Cisco 7600, 7200, 3800, 3600, 2800, 2600, 2500 and 1800 series Routers, Cisco Catalyst 6500, 4500, 3750, 2950 and 3500XL series switches.
· Experience on Cisco call manager and IOS for storage configuration & troubleshooting of routing protocols: OSPF, EIGRP, RIP, BGP v4.
· Hands on experience on Juniper and Cisco Routing/Switching, firewall rule/configuration on Cisco/Juniper and Palo Alto and internal systems, cloud Azure and AWS and network infrastructure.
· Experience in configuring Cisco Catalyst 2960, 3750, 4500, 6500 and Nexus 3000, 5000, 6000, 7000 series switches and Cisco 2600, 2800, 3600 series routers, Load Balancers & Cisco Firewalls Used security groups, network ACL’s, internet gateways and route tables to ensure a secure zone for organization in AWS public cloud.
· Experience with configuring Nexus 2000 Fabric Extender (FEX), which acts as a remote line card (module) for the Nexus 5000. Good experience in physical infrastructure like structured cabling, IP address management, Racking, Stacking, CUCM, UCS management and VMware nsx. Hands on experience with SDN controller Cisco APIC and Voip.
· Good experience in physical infrastructure like structured cabling, IP address management, Racking, Stacking, UCS management and VMware nsx and Netbrain. Hands on experience with SDN controller Cisco APIC.
· Experience in installing, configuring and troubleshooting of Checkpoint and Palo Alto Firewall
· Troubleshot DNS, DHCP and other IP conflict problems.
· Knowledge on Multicast network.
· Strong exposure on Security skills includes NAT/PAT, ACL’s, SDN and AAA. 
· Experience in lead testing Cisco routers and switches in laboratory and deploy them on site production.
· Used AWS Beanstalk for deploying and scaling web applications and services.
· Experience in Designing and assisting enterprise wide Network Security and High Availability Solutions for ASA.
· Hands on experience on F5 LTM, GTM series like 6400, 6800, 8800 for the corporate applications and their availability.
· Experience in network protocols, Firewalls and Communication Network design. Implemented domain name service (DNS) through route 53 to have highly available and scalable applications in AWS.
· Expertise with change management, incident management and familiarity with ITIL policy 
· Hands-on experience in Tier II ISP Routing Policies, Network Architecture, IP Subnetting, VLSM, TCP/IP, NAT, DHCP, DNS, SDN, OSI, Brocade, GigE circuits, Firewalls.

EDUCATION:

· BE (Electronics & Communications), Anna University, Chennai, India.

TECHNICAL SUMMARY:

· Cisco L2 & L3 Switches:	(2900, 3560, 3750, 4500, 4900, and 6500)
· Load balancer: BIG IP F5 LTM/GTM, A10
· Firewalls: Cisco ASA, Pix
· Network Configuration: Advanced switch/router configuration (Cisco IOS access list, Route redistribution/propagation).
· Routing Protocols: IGRP, EIGRP, OSPF, BGPv4, MP-BGP
· WAN Protocols: HDLC, PPP, MLPPP
· Circuit switched WAN: T1/E1 – T3/E3/OCX (Channelized, Fractional & full).
· Packet Switched WAN:ATM, FRAME RELAY, MPLS VPNs
· Security Technologies: Cisco FWSM/PIX/ASDM, Nokia Checkpoint NG, Juniper SRX
· Cisco Routers: Cisco GSR 12416, 12418, Cisco 7200vxr, Cisco 3640, Cisco 3600
· Redundancy and management: HSRP, RPR, NSF/NSR
· Physical interfaces: Fast Ethernet, Gigabit Ethernet, Serial, HSSI, Sonet (POS)
· Layer 2 technology: VLAN, VTP, VMPS, ISL, dot1q, DTP, Spanning-tree, PVST
· Layer 3 Switching: CEF, MLS, Ether Channel
· QOS: CBWFQ, LLQ, WRED, Policing/Shaping.
· Switches: Catalyst 6500, MSFC, MSFC2, 7600, 3700, 3500.
· Monitoring Tools: Voyence, GNS3, Solarwinds Orion and Wireshark.
· Operating Systems: Microsoft XP/Vista/7, Vmware, UNIX, Linux
· Applications: ASDM, HPSM, QRadar, NCM, Netscout, Infoblox, Algosex, Matlab, C, C++, Microsoft Visio, Word and Excel. 
			
PROFESSIONAL EXPERIENCE:

North Carolina Department of Transportation (NCDOT), Raleigh NC	             February 2017 – Present
Role: Network Analyst
Responsibilities:

· Involved in assessment and planning a new network infrastructure for NCDOT with ITS-Intelligent transport systems team.
· Working with Network Design and implementation teams on various projects across North America to get an insight to implement a new network.
· Made a study on the ITS field devices like cameras, sensors which were provisioned with network connectivity across the state to monitor them.
· Involved in setting up NetScaler MPX and NetScaler SDX hardware based appliances.
· Deploying and decommissioning Cisco switches and their respective software SDN upgrades.
· Configured and involved in Citrix NetScaler responder policy configuration and Citrix NetScaler Access
gateway configurations.
Involved in the troubleshooting aspects of complex network infrastructure using routing protocols like EIGRP, OSPF and BGP. Configuring Palo Alto policies and setting different device configurations.
Responsibilities also included placing order for new SFP’s, implementing inline capabilities for home agents and running network cables from Palo Alto direct to required firewall.
· Experience with manipulating various BGP attributes such as Local Preference,
· Designed and implemented DMZ for Web servers, Mail servers &amp; FTP Servers
· Hands on experience on Cisco ISE and various network security concepts like SSH, IPsec, firewall polices
and 802.1x
· Involved in design and implementation of embedded applications for NCC cards.
· Co-ordinated with the Data Network and Security team and came up with possible solutions.
· Analyzed and tested Bandwidth testing for Cisco, Motorola and Samsung set-top box for network protocols using Wireshark tool.
· Applied ACLs for Internet access to the servers using Cisco 5550 ASA firewall and performed NAT.
· Hands-on experience with Ether Channel, Spanning Tree, Trunking, ACLs, Syslog. Experience in setup
of HSRP, Access-Lists, and RIP, EIGRP, OPNET.
· Configuring HSRP between VLANs, Configuring Ether-Channels, Port Channel on 6500 catalyst
· Helped the team in creating VISIO diagrams of the plans made in standing up a new network.


SONY, Park Ridge, NJ                                                                                                   April 2016 – January 2017
Role: Network Admin
Responsibilities:

· Experience in maintaining port-channel, peer link. 
· Experience with Cisco IOS – installing and troubleshooting Cisco Catalyst switch, Cisco WLC 2500 series, Cisco AP both autonomous & LWAPP IOS
· Implemented redundancy for Routers using HSRP.
· Involved in the modification and removal of BGP from the MPLS routers. 
· Working with Checkpoint Support for resolving escalated issues.
· Conversions to BGP WAN routing. This will be to convert WAN routing from OSPF to BGP. 
· Designed LAN networks with Access layer switches. 
· Experience with Perl/PowerShell Scripting.
· Configured and maintained cisco telepresence conductor, VCS cisco.
· Involved in SIP migration of network from Cisco catalyst switches/ASA firewalls to Palo Alto.
· Analyzed and tested network protocols (Ethernet, TCP/IP) using Wireshark tool.
· Supported in setting up cisco VCS for operating systems backtrack.
· Documentation of all LAN installation, configurations for all of the office locations in USA and Canada 
· Monitored and maintained Riverbed steelhead traffic by optimization of ingress and egress across the network.
· Experience with installing Remote Access VPN on Cisco ASA (configuration, VPN) and Sonicwall firewalls. Managing Remote VPN network for the Engineering Team across multiple locations
· Experience with Project documentation tools & implementing and maintaining network monitoring generic systems and experience with developing network design documentation and presentations using VISIO.
· Performed Nexus In-Line Service upgrades and deployed advanced nexus features VPC and VDC. BGP routing & WAN link troubleshooting on Cisco ASR9ks in Datacenters & on 6500 devices for various branches.
· Deployed telepresence server, TMS polycom involved projects ranged from collaboration edge and mobile dep.
· Time to time upgrade network connectivity between branch office and regional office with multiple link paths and routers running HRSRP, EIGRP in unequal cost load balancing to build resilient network.
· Worked with DSL system, ATM, Frame Relay, PSTN Phone System, mobile phone system, 3G network system, VoIP and Dedicated Line Service, resulting in 99.99% uptime connection service for corporate clients
· Involved in production tools and embedded Linux for hardware and software validation for end user firm ware deployment.
· nvolved in Switching Technology Administration including creating and managing VLANS, Port security, Trunking, RPVST+, Inter-VLAN routing, LAN security etc. 
· Good Experience in deploying BIG-IP(APM) F5 LTM load balancers for load balancing and traffic management of business application.
· Hands on experience in Windows Active Directory administration, DNS, GPU, GPO, DHCP, LDAP.
· Perform detailed troubleshooting, installation and maintenance of Cisco ACS, CiscoWorks LAN management, SolarWinds network monitoring suite including SolarWinds engineer's edition and all associated toolsets config.
· Worked on Network Operations using Ticketing system. Experienced and configured firewall administration including Bluecoat, F5, Checkpoint, Citrix NetScaler App and Fortinet.
· Worked on OSPF using features like TSA, SA, NSSA and route summarization. Configured EBGP/IBGP policies also tested BGP attributes such as Local preference, MED, AS-PATH, Community and Weight. 
· Worked extensively in Configuring, Monitoring and Troubleshooting Cisco's ASA 5500/PIX security appliance, Failover DMZ zoning & configuring VLANs/routing/NATing with the firewalls as per the design.
· Configured OSPF on Cisco UCS devices with multiple routing processes and redistributed them. And hands on experience in multi area OSPF topologies. 
· Attended meetings and technical discussions related to NOC changes.
· Worked extensively on Cisco Firewalls, Cisco PIX (506E/515E/525/) & ASA 5500(5510/5540) Series, experience with convert PIX rules over to the Cisco ASA solution.


AON, Alpharetta, GA                                                                                               April 2014 – February 2016
Role: Network Engineer
Responsibilities:

· Worked extensively in configuring, Monitoring and Troubleshooting Cisco's ASA 5500/PIX security appliance, Failover, DMZ & configuring VLANs/routing/NAT.
· Experience in working with Nexus 7010, 5548, 5020, 2148, 2248 devices. 
· Experience in configuring vdc, fex pinning, fex port-channel, port-channel, peer keep alive, peer link. 
· Implementing and Maintaining Network Management tools (OPAS, Solar Winds, Cisco Works) 
· Has vast knowledge of CME, Gatekeeper, and CUBE Gateway functions
· Experience of supporting and configuring Cisco VCS, TMS, and TelePresence endpoints
· Optimized boot time, embedded system performance and developed inside the Linux kernel.
· Enabled STP attack mitigation (BPDU Guard, Root Guard), using MD5 authentication for VTP, disabling all unused ports and putting them in unused VLAN and ensuring DHCP attack prevention where needed 
· [bookmark: _GoBack]Handled SRST and implemented and configured the Gateways, Voice Gateways.
· Configuring HSRP between the 3845 router pairs for Gateway redundancy for the client desktops.
· Develop a report with channel and alliance partners, VM ware core teams and support that help trusted involvement of NSX over relay team.
· Involved system development for layer2 network devices flashing and embedded OS development
· Worked on environment consists of CUBE, CVP, Presence, UCCE, Jabber.
· Configured devices with EIGRP, BGP, and OSPF. Configured and administrated more than 200 Riverbed Steelhead for application Optimization.
· Performed WIFI device according to test plans like voice quality test and data throughput test.
· Redesigned our wifi infrastructure from six M3 wireless controllers to three 7240 with access points. Project included redrafting of the entire configuration in order to eliminate outdated, unused sections and simplify the configuration.
· Configuring STP for switching loop prevention and VLANs for data and voice along with Configuring port security for users connecting to the switches.
· Monitor, analyze, and troubleshoot Aruba APs, wifi controllers and s3500 switches using the Airwave management systems
· Configuring STP for switching loop prevention and VLANs for data and voice along with Configuring port security for users connecting to the switches.
· Management of the of SolarWinds Orion Suite - Network Performance Monitor, Network Configuration Manager,
Network Traffic Analyzer, Voice & Network Quality Manager serves as the representative for the Network Infrastructure Team.
· Involved in setting up PST files from previous machine.
· Knowledgeable about IP Multicast, IGMP, IGMP version 2 and 3, CGMP, IGMP Snooping, PIM-Sparse and Dense Mode, F5/Big-IP Load Balancer.
· Experience with deploying the Layer 3 MPLS VPN in all the Branches and Campus locations. 
· Replace Campus Cisco 6509 End of Life hardware with new 4507/4510 devices. 
· Handled system performance for wireless devices per internal test plan focusing on Cellular, GPS, WiFI radios, thermal, power management profile, audio quality, camera, LCM,sensors & accessories.
· Provided redundancy in a multi homed Border Gateway Protocol (BGP) network by tuning AS-path. 
· Involved in the modification and removal (wherever necessary) of BGP from the MPLS routers. 
· Implemented Multicast using PIM-Sparse/Dense mode and MPLS for packet labeling.
· Configuring IPSEC VPN (Site-Site to Remote Access) on SRX series firewalls. 
· Responsible for Checkpoint firewall management and operations across our global networks. 
· Working with Checkpoint Support for resolving escalated issues and replace branch hardware with new 2851 routers and 2960 switches. 
·  Installation and configuration of Aruba 800 controller & Access Points, User Roles, User Authentication Wep, 802.1x Authentication, Captive Portal Authentication.
· Conversions to BGP WAN routing. Which will be to convert WAN routing from OSPF to BGP (OSPF is used for local routing only) which involves new wan links. 
· Experience with configuring Nexus 2000 Fabric Extender (FEX) which acts as a remote line card (module) for the Nexus 5000. 
· Responsible for turning up BGP peering and customer sessions, as well as debugging BGP routing problems. 
· Designed, validated and implemented LAN, WLAN SDWAN & WAN solution to suite client's needs. 
· Configured and designed LAN networks with Access layer switches such as Cisco 4510, 4948, 4507 switches. 
· Designed and configured the commands for QoS and Access Lists for Nexus 2K, 7K, 5K and 9K. 
· Worked on Layer 2 protocols such as STP, VTP, SSL, STP, RSTP, PVSTP+, MST and other VLAN troubleshooting issues and configuring switches from scratch and deployment.
· Write and maintain lower level device drivers and various network hardware interfaces, in addition to higher level I/O subsystems in C/C++
· Involved in designing and implementing QOS and policy map to 2800 series routers for all the branches.
· Worked with small team of diverse engineers to ensure firmware satisfies systems needs, and hardware interfaces with MCU as needed
· Experience with Project documentation tools & implementing and maintaining network monitoring systems and experience with developing network design documentation and presentations using VISIO.
· Worked extensively in Configuring, Monitoring and Troubleshooting Cisco's ASA 5500/PIX security appliance, Failover, DMZ zoning, & Configuring VLANs/routing/NATing with the firewalls as per the design. 
· Design and implementation of GET VPN architecture used for multicast and unicast communication on an existing IP VPN.
· Decommission serial T3 circuits and replace with MPLS circuits. MPLS clouds were provided by carriers ATT, Verizon or Level 3.
· Helped data center architect for fabrics including Cisco ACI /APIC pilot
· Experience Branch Relocation: Connect workstation, servers, etc. Rack and stack Pre-configured new hardware and connect the circuits. Work with Carrier to test and turn-up circuits
· Experience in design and implementation of new branch/New Campus test and turn up. 
· Experience on designing and troubleshooting of complex BGP and OSPF routing problems. 

STATE STREET, Boston, MA  					                 February 2013 – March 2014
Role: Network & System Engineer
Responsibilities:

· Experienced on migrating Cisco PIX to the Cisco ASA firewall solution.
· Hands on experience on multiple Network management tools like RSA eVision, QRADAR, ALGOSEC and NCM.
· Implemented, and tested custom PIC32 MCU Bootloader to update firmware on daisy-chain network for LED fixtures (solo).
· Provided Tier III Level Load Balancer expertise on F5 BigIPLocal Traffic Managers (LTM). 
· Designing F5 solutions/support for migration work of applications and websites from Cisco CSS Load Balancers to the F5 BigIPLoad Balancers.
· Configuring VLAN, Spanning tree, SPTP, SNMP on EX series switches
· Provided 4th generation wireless validation of new capabilities for commercial wifi network operators.
· Created a c++ programming module to help generate automated audit for various network devices across the infrastructure.
· Helped and supported backbone for ACI fabric networks.
· Once trouble ticket has been created keep customer informed of status of ticket and estimated time to repair.
· Checking and configuring Cisco 7600 and 7200 routers at data center for remote sites’ issues.
· Performed switching technology administration including VLANs, inter-VLAN routing, Trunking, STP, RSTP, port aggregation & link negotiation.
· Providing daily network support for national wide area network consisting of MPLS, VPN and point-to point site.
· Worked on Network Operations using Ticketing system.
· Commissioning of New Links By coordinating with BSO.
· Ensure standard Router and Switch Configurations are maintained.
· Responsible for Capacity planning, Contingency planning & disaster recovery.
· Implemented WLAN Aruba Wireless Access Points and its Controllers at various corporate sites fort 
· 802.11n Infrastructure and its legacy technologies.
· Experience in working with Cisco Nexus 5000 series switches for data center.
·  Design, implement and integrate of a Wireless Infrastructure utilizing Arista/Aruba WLAN controllers and access points
· Work with support team and customers in diagnosing and resolving field issues related to TCP/UDP packets failure with c++ platform.
· Configured OSPF on azure CISCO devices with multiple routing processes and redistributed them. Tested and hands on experience in multi area OSPF topologies. 
· Configuring/Troubleshoot issues with the following types of routers Cisco (7200, 6500, 4500, 1700, 
· 2600 and 3500 Series), to include: bridging, switching, routing, Ethernet, NAT, and DHCP, as well as 
· Assisting with customer LAN MAN, router/firewalls.
· Configured VLANs with 802.1q tagging. PCI Configured Trunk groups, ether channels, and Spanning tree for creating. 
· Configure VRRP & GLBP and VLAN Trunking 802.1Q, STP, Port Security on Catalyst 6500 switches.
· Analyzing and resolving faults, ranging from a major system crash to a forgotten password.
· Maintain a thorough understanding of the basics behind the Internet and its workings (DNS, Security, IP Routing, HTTP, VPN, Email Routing, SPAN, etc.) 
· Negotiate VPN tunnels using IPSec encryption standards and also configured and implemented site-to-site and Remote VPN networks. 
· Network Cabling, dressing, labeling and troubleshooting various network drops onsite. 
· Coordinating with service providers for WAN link outages.
· Deployed specialized multicast feeds to POP centers (ASM, SAN, SSM, PIM-DM, PIM-SM, and MSDP).
· Upgraded Multi Chassis Ether-channel links to 10 GE links.
· In depth knowledge with network monitoring and performance tools such as SolarWinds and Wireshark.
· Suggesting and providing IT solutions to business and management problems.
· Providing training and technical support for users with varying levels of IT knowledge and competence 
· Responsibilities also include technical documentation of all upgrades done 
· Attending meetings and technical discussions related to NOC changes.
· Monitoring the NMS system for different Network Alerts.
· Set up of distributed core LAN using Cisco 6500 series switches
· Coordinating with service providers for WAN/SDWAN link outages.

Connexions Info Systems Ltd, Gandhinagar, Gujarat, India				April 2009 – September 2012
Jr. Network Engineer	
Responsibilities:

· Involved with the Team of Data Center Operations to perform duties like administration and monitoring of Cisco Routers and Switches according to the organization requirements.
· Deployed Nexus 2248 Fabric Extenders, 5548 series Fabric Interconnect and 7010,7018 series switches in Server Farm environment with VPC & VDC features and responsible for troubleshooting.
· Intermediate level knowledge on Fabric Path and OTV.
· Configured 2900, 3600, 3900, 7200, 7600 series Cisco Routers
· Implementation on Policy Base Routing (PBR).
· Documented the company’s design, implementation and troubleshooting procedures.
· Monitored the Network performance based on company’s Service Level Agreement (SLA).
· Testing the new zone for failover capabilities and redundancy. Connected the Distribution routers to the Core routers via OSPF areas.
· Configured VLANs with 802.1Q tagging according to the Server team’s requirements.
· Involved in troubleshooting of DNS, DHCP and other IP conflict problems.
· Performed IOS upgrades on various catalyst series switches and maintained latest IOS versions according to company’s policy.
· Implemented redundancy for Routers using HSRP.
· Manage Cisco Routers and troubleshoot layer1, layer2 and layer3 technologies.
· Performed lab based testing of network before deployment and implementation. 
· Responsible for the identification, design and documentation of the network infrastructure and connectivity management.
· Intermediate level knowledge on Juniper Operating System, Jun-OX
· Configured Juniper MX 960 series router.
· Responsible for cabling and labeling based on day to day requirement and Racking & Stacking of various network equipment and made sure that there are no connectivity issues using ping and traceroute.
· Provided Helpdesk support that involved identifying and escalating the tickets to specific groups.
· Resolving all computer related problems, such as troubleshooting operating system failure, scheduling and updating virus checks on servers and desktops.
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